This Article examines the statutory and constitutional legal framework governing the bulk collection of communication data by the German Federal Intelligence Service (Bundesnachrichtendienst, BND). German intelligence law distinguishes between certain categories of communications depending on the nationality and location of the participants. The provisions on the surveillance of foreigners abroad are far more permissive than those applying to the monitoring of communications that involve German nationals or foreigners in Germany. This differentiation is the consequence of a narrow interpretation by the German legislator of the personal and territorial scope of the right to privacy enshrined in Article 10 of the Basic Law. While there is no doubt that German nationals enjoy protection under Article 10 wherever their privacy is affected by the actions of the German State, current intelligence legislation is based on the understanding that foreigners are entitled to such protection only while staying in Germany. It will be argued that such discrimination is difficult to reconcile with German constitutional law because Article 10 protects every natural person without regard to nationality and because the Article's applicability is not limited to the territory of the Federal Republic of Germany. This means that the BND is bound by Article 10 irrespective of whether its surveillance activities affect German nationals, foreigners in Germany, or foreigners abroad. Arguably, the level of protection in transnational constellations may be subject to certain modifications. But if basic rights protection is taken seriously, the existing fragmented legislation should be replaced by a uniform statutory regime for strategic surveillance of international communications that meets the minimum standards of Article 10 without bearing reference to a person's nationality or location. * Dr. Christian Schaller, Deputy Head of Global Issues, German Institute for International and Security Affairs (Stiftung Wissenschaft und Politik, SWP), Berlin. E-mail: christian.schaller@swp-berlin.org. The author would like to thank the participants of the Transatlantic Dialogue on Cyberespionage, Surveillance, and the Protection of Privacy in the Digital Age (hosted in June 2016 by the University of Glasgow School of Law, the Robert Strauss Center for International Security and Law at the University of Texas at Austin, and SWP).
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For the purpose of legal analysis, two types of intelligence-related surveillance may be distinguished: (1) targeted surveillance of individual communications, based on a certain degree of suspicion against a particular person or organization; and (2) untargeted, non-suspicion-based surveillance, which is often associated with catchwords like "mass surveillance" or "bulk collection." 20 The Venice Commission of the Council of Europe uses the notion "strategic surveillance" for the latter type to accentuate the process of filtering out relevant information from a bulk of data that has been collected without particular suspicion. 21 Electronic communication signals may be collected in a variety of ways-in particular by tapping fiber optic cables that connect certain countries or regions of the world or by intercepting communication streams from satellites. 22 Internet exchange points, which serve as a platform for providers to interlink their networks, are also often used as a point of access to obtain large quantities of communication data. 23 To separate potentially relevant from irrelevant communications, intelligence services employ complex algorithms. 24 These systems operate with so-called "selectors," which are either technical identifiers (telephone numbers, e-mail and IP addresses, etc.) or concrete search terms. 25 Basically, two categories of communication data are to be distinguished-content data (the spoken word, the content of a text message or e-mail, photos, videos, etc.) and metadata, which relate to the circumstances of the communication process (technical identifiers of the infrastructure and devices used by the participants, time and duration of the communication, location of the participants, etc.). 26 Stewart Baker, former General Counsel of the NSA, once said in a discussion in New York that " [m] (2015) . 23 Bauman, supra note 22, at 122. 24 Id. See also Report of the 1st Committee of Inquiry, supra note 3, at . 25 Report of the 1st Committee of Inquiry, supra note 3, at 783-86. 26 See Bauman, supra note 22, at 123.
content."
27 Rapid advancements in the design of big data algorithms like XKeyscore have provided States with the capacity to process immense amounts of such data in almost no time.
It seems that States are generally reluctant to enact strategic surveillance laws because such laws might reveal to some extent how much leeway their intelligence services enjoy in this domain or under which restrictions they have to operate. The European Union Agency for Fundamental Rights (FRA) found out in 2015 that almost all Member States of the EU (with the exception of Cyprus and Portugal) have enacted laws on targeted surveillance, whereas only five countries (France, Germany, the Netherlands, Sweden, and the United Kingdom) have a more or less detailed legislation covering untargeted surveillance activities as well. 28 The Council of Europe Commissioner for Human Rights noted that in many Council of Europe Member States, untargeted bulk surveillance is "either not regulated by any publicly available law or regulated in such a nebulous way that the law provides few restraints and little clarity on these measures."
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The design of domestic intelligence law has received little attention so far in international academic forums. 30 Most of the articles and papers that deal with the legal aspects of the BND's work have been written in the German language, addressing primarily German scholars and practitioners. 31 But there is obviously a demand for international dialogue on 27 32 For the intelligence law community in Germany it is important to learn how other States regulate the activities of their intelligence services. Vice versa, German intelligence legislation could be an interesting blueprint for further comparative studies because it is rather detailed and has some unique features, such as the provisions on the surveillance of EU institutions, EU Member States, and EU citizens. David Cole and Federico Fabbrini argued that there were few differences between the United States and the European Union as far as legal restrictions on State surveillance were concerned. 33 In particular, Cole and Fabbrini assumed that privacy protections on both sides of the Atlantic mainly applied territorially, to the benefit of citizen residents, with few if any legal limits constraining the capacity of intelligence agencies to conduct surveillance of foreign nationals outside their borders. In substantiating their findings, Cole and Fabbrini concentrated on the protection of privacy and personal data under EU law and the European Convention on Human Rights. They did not, however, examine the national legislation of individual EU countries. It would thus be interesting to find out whether those few States that have been identified by the FRA as having in place a more or less detailed legislation on strategic surveillance in fact distinguish between different categories of persons based on nationality and location.
34 This Article will show that German intelligence law definitely draws a distinction in this regard.
The analysis in part B begins with an examination of the statutory legal framework governing the strategic surveillance activities of the BND. It will be shown that the new provisions on the collection of signals intelligence concerning foreigners abroad provide the BND with greater leeway than the provisions that regulate the monitoring of international communications involving German nationals or foreigners staying in Germany. In part C, the focus will be on the constitutional law dimension of strategic surveillance by the BND. In particular, it needs to be examined whether the basic rights enshrined in the Basic Law VERWALTUNGSRECHT (Grundgesetz) 35 also apply extraterritorially to the benefit of non-German nationals who are affected by the activities of the BND. The concluding observations in part D will touch upon the practicability of the existing law. Among other things, it will be held that in the age of the Internet it is practically impossible to maintain a strict separation between different types of communication based on the nationality and location of the participants. Beyond the scope of this Article are the problems of intelligence oversight (where necessary, the relevant structures are briefly described) 36 as well as the EU law and international law dimension of communications surveillance.
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B. Strategic Surveillance Under German Intelligence Law
The legal basis for strategic surveillance by the BND is contained in the G10 Act 38 and the BND Act. 39 The G10 Act originally dates to 1968 40 and was completely revised in 2001; the BND Act of 1990 was substantially amended in December 2016. 41 The purpose of the G10 Act is to regulate intelligence surveillance measures that qualify as restrictions of Article 10 of the Basic Law (guaranteeing the privacy of correspondence, posts, and telecommunications), whereas the BND Act governs the organization, tasks, and competences of the BND with a specific focus on the collection, processing, and use of personal data beyond the purview of Article 10. Although at first glance it seems that both Acts simply address distinct facets of the work of the BND, the German legislator has in fact established two completely different legal regimes for surveillance, which apply to different categories of persons depending on their nationality and location. The result is a rather fragmented legal framework.
I. Background
The evolution of German intelligence surveillance law has to be understood in light of the specific historical context following World War II. 42 The BND was founded in 1956. It replaced an organization that had been established under U.S. supervision after the end of the war. This organization had become known as Organisation Gehlen, named after its leader Reinhard Gehlen, a former Major General of the German Wehrmacht. 43 The task of Organisation Gehlen was to pool all available intelligence regarding the Soviet Union and its allies in Central and Eastern Europe. In 1956, the Federal Chancellery integrated this unit into the newly formed BND. Until the end of the 1960s, the activities of the BND were regulated only internally because it was widely understood that the collection of information did not interfere with any basic rights. 44 Moreover, it was presumed that such collection would largely take place outside German territory where the German Basic Law would not be applicable. 45 Germany's transition from an occupied State to full sovereignty, however, made it necessary to vest the new security institutions in Germany with sufficient legal authority to guarantee the security of the State and of those armed forces of the Three Powers (USA, United Kingdom, and France) that remained stationed in Germany after the end of the occupation regime. 46 Originally, the Three Powers enjoyed certain privileges to protect their armed forces in Germany, including the right to restrict the privacy of correspondence, posts, and telecommunications. 47 In 1968, however, the Bundestag adopted a constitutional reform dealing with emergency situations and the state of defense (Notstandsverfassung) to replace the rights of the Three Powers and to enable Germany to live up to its new sovereign status. 48 As part of this reform, a new sentence was inserted in 42 Article 10(2) of the Basic Law, which paved the way for enacting legislation on secret surveillance. 49 On that basis, the Bundestag adopted the G10 Act in 1968. 50 The G10 Act empowers the BND, the domestic intelligence services, and the Military Counter-Intelligence Service to take, within strict legal boundaries, surveillance measures that interfere with Article 10 of the Basic Law. Section 3(1) of the G10 Act allows for the targeted surveillance of individual communications with a view to preventing or prosecuting certain serious criminal offenses (Beschränkungen in Einzelfällen); Section 5(1) authorizes the BND to monitor international telecommunications relations for the purpose of identifying or countering certain enumerated threats (strategische Beschränkungen). 51 Over the years, the G10 Act has been amended several times to accommodate new threats, such as international terrorism, different forms of transnational organized crime, and cyberattacks. In 1999, the Federal Constitutional Court (Bundesverfassungsgericht) found that some provisions in the G10 Act were not compatible with the Basic Law.
52 Therefore, the Bundestag completely revised the G10 Act in 2001. 53 Another important factor in the evolution of German intelligence law was the growing public awareness for data protection during the 1980s. In the Census Act Case (Volkszählungsurteil) of 1983, the Federal Constitutional Court emphasized that restrictions on the right to informational self-determination were admissible only on a clear statutory basis. 54 In 1990, the Bundestag, after several years of unsuccessful negotiations, finally passed a package of laws that regulate the collection, processing, and use of personal data for intelligence 49 Basic Law, art. 10(2)2: "If the restriction serves to protect the free democratic basic order or the existence or security of the Federation or of a Land, the law may provide that the person affected shall not be informed of the restriction and that recourse to the courts shall be replaced by a review of the case by agencies and auxiliary agencies appointed by the legislature." purposes. 55 Part of this package was the BND Act, which has also been amended several times since its adoption. 56 The BND's mandate, according to Section 1(2)1 of the BND Act, is to collect and analyze information necessary for obtaining intelligence on foreign countries that is relevant for the foreign and security policy of the Federal Republic of Germany. 57 The collection of intelligence on domestic matters is not part of its mandate, even if there is a link to international developments. 58 Surveillance of purely domestic communications falls into the competence of the Federal Office for the Protection of the Constitution (Bundesamt für Verfassungsschutz, BfV) and of the sixteen federal states authorities for the protection of the constitution (Landesämter für Verfassungsschutz, LfVs). Section 2(3) of the BND Act stipulates that the BND has no police powers and is generally prevented from requesting enforcement action from the police. This rule is an expression of the Trennungsgebot, which is an important principle of German security law. It means, inter alia, that the police and the intelligence services have clearly distinct functions, mandates, and powers, that they are organized separately, and that the exchange of information between both spheres is strictly limited. In the fight against international terrorism, however, the lines of separation have become blurred and contested due to increased cooperation between the different authorities.
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II. Differentiations in German Intelligence Law: The Dichotomy Between G10 Communications and Routine Communications
It has already been mentioned above that the purpose of the G10 Act is to regulate surveillance measures that qualify as restrictions of Article 10 of the Basic Law. But the crux of the matter is that the Federal Government and the BND firmly hold the view that Article 10 exclusively protects German nationals and domestic legal persons (irrespective of their 55 location), as well as non-German nationals staying within the territory of the Federal Republic of Germany. 60 According to this restrictive understanding, the communication of non-German nationals who are outside of Germany is not protected by Article 10 of the Basic Law and does therefore not fall under the G10 Act. The BND thus distinguishes between socalled "G10 communications" (international communications that involve at least one participant who is considered to be entitled to protection by Article 10 of the Basic Law) 61 and "routine communications" (communications involving only foreigners abroad, AuslandAusland-Fernmeldeaufklärung). While G10 communications may be subject to strategic surveillance under the strict conditions established by the G10 Act, the monitoring of routine communications is permissible according to the BND Act under conditions that are far less restrictive. This dichotomy also plays an important role with regard to the processing and use of related personal data. A particularly sensitive aspect is the transfer of personal data to foreign intelligence services. The different legal regimes will now be briefly contrasted.
Strategic Surveillance of G10 Communications
The following overview shows that the surveillance of G10 communications is subject to rather restrictive conditions that are supposed to guarantee a fairly high level of privacy protection in accordance with Article 10 of the Basic Law:
• Threshold: Section 5(1) of the G10 Act authorizes the BND to monitor international telecommunications relations exclusively for the purpose of identifying or countering certain enumerated security threats. The list comprises the following threats: Armed attack against Germany; international terrorist attack with a direct link to Germany; international proliferation of certain weapons, related goods, computer programs, and technologies; organized drug trafficking into the EU with a link to Germany; interference with the currency stability in the Euro-zone through counterfeiting; internationally organized money-laundering; organized smuggling of foreign nationals into the EU with a link to Germany; certain cyberattacks with a link to Germany. 62 In 1999, the Federal Constitutional Court ruled that the threats listed in the predecessor provision of Section 5(1) in the 1994 version of the G10 Act was sufficiently specific and precise. In the view of the Court, a further
• Procedure and formal requirements: According to Section 5(1) of the G10 Act, the BND must request an order for strategic surveillance from the Federal Ministry of the Interior. Such an order, which has to determine the specific parameters of the measure, 63 may allow the BND, for renewable terms of no more than three months, 64 to monitor and record communications that are transmitted to and from Germany through certain cables or satellite channels. The measure must be immediately stopped if it is not necessary anymore or if the conditions for the order are not fulfilled anymore. 65 Every order requires approval by the Parliamentary Control Panel.
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• Specific Precautions: In terms of basic rights protection, the G10 Act provides for specific precautions to safeguard the inviolable core area of private life (Kernbereich privater Lebensgestaltung). The Federal Constitutional Court decided that an encroachment upon the core area of private life by way of surveillance could not even be justified in the interest of the greater public good. 67 Subject to absolute protection are perceptions, feelings, considerations, views, and experiences of a highly personal character. Accordingly, it is stipulated in the G10 Act that the BND must not use search terms that relate to the core area of private life. 68 If there is reasonable ground to believe that an act of surveillance will lead to information relating to this core area, the measure must be stopped. As far as such information is generated accidentally, it may not be used and must be immediately erased. 69 It is noteworthy, however, that the prohibition on the use of search terms that relate to the core area of private life does not apply to matters concerning foreigners abroad. Outside the territory of the Federal Republic of Germany, only German nationals benefit from this particular prohibition. 70 Aside from that, the BND is generally not permitted in a strategic surveillance operation to use search terms clarification of the conditions for taking surveillance measures was not possible due to the specific character of the tasks and working methods of the BND. See 100 BVERFGE 313 (372-73) (Ger.). 63 G10 Act § 10(2), (4). that would directly lead to the phone or computer of a German national. 71 The purpose of this provision is to protect German nationals from targeted monitoring conducted under the cover of a strategic surveillance order.
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• Data Protection: Personal data that has been collected on the basis of Section 5(1) of the G10 Act is specifically protected. In particular, the BND is obliged to evaluate on a continuous basis which data is necessary to fulfill its tasks. Data that is not necessary must be immediately erased. 73 All remaining data must be earmarked and may be used only for enumerated purposes.
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• Obligation to notify affected persons: A person affected by surveillance measures under Section 5(1) of the G10 Act must generally be informed after completion of the measures. 75 This obligation, however, is qualified by several exemptions.
76
• Involvement of the G10 Commission: Because ongoing strategic surveillance measures under Section 5(1) are not open to judicial review by a court, 77 the G10 Act establishes an alternative review mechanism involving the G10 Commission. 78 This Commission decides ex officio or upon complaint whether a specific surveillance measure is admissible and necessary. Its control mandate also extends to the processing and use of personal data under the G10 Act. If the G10 Commission deems a surveillance order to be inadmissible or unnecessary, the Federal Ministry of the Interior must immediately revoke the order. 73 G10 Act § 6(1).
74 G10 Act § 6(2).
75 G10 Act § 12(2). 76 Notification is excluded as long as it cannot be ruled out that the purpose of the measure would be jeopardized or as long as it is to be expected that such notification would have negative consequences for the wellbeing of the country. After twelve months without notification, the G10 Commission has to make a decision on the matter. See G10 Act § 12(2). 77 G10 Act § 13. 78 The G10 Commission was created by the G10 Act. Its organization and procedure are regulated in Section 15 of the G10 Act. The members of the Commission are appointed by the Parliamentary Control Panel. They are completely independent.
Surveillance of Routine Communications
For a long time, the BND monitored the communication of foreigners abroad without explicit statutory authorization. 79 The new rules on Ausland-Ausland-Fernmeldeaufklärung of December 2016 that have been included in the BND Act are supposed to enhance legal certainty by providing the BND with a specific statutory basis for such action. Critics, however, say that the real purpose of the reform was to legalize long-standing BND practices. 80 Section 6(1) of the BND Act now authorizes the BND (within Germany) 81 to process personal data collected from telecommunication networks through which Ausland-Ausland communications are transmitted. Section 6(4) of the BND Act makes clear that this authorization does not cover the collection of data from communications involving German nationals, domestic legal persons, or foreign nationals staying in Germany (G10 communications). As far as such data is collected as a by-catch, it has to be immediately erased unless there is a separate order for surveillance under the G10 Act. 82 To segregate G10 communications from routine communications, the BND employs special filter programs. 81 Section 6(1) of the BND Act applies only to operations conducted by the BND from within German territory. An explanatory note on the draft legislation states that this is the case insofar as the systems employed by the BND are located on German soil. Outside Germany, the BND continues to operate solely on the basis of Section 1(2)(1) of the BND Act. With regard to such extra-territorial operations, the new Section 7 of the BND Act contains a lex specialis rule on the processing and use of personal data. See Gesetzesentwurf der Fraktionen der CDU/CSU und SPD [Draft Act by the Parliamentary Groups CDU/CSU and SPD], DEUTSCHER BUNDESTAG: DRUCKSACHEN [BT] 18/9041, at 22 (Ger.). 82 Id. 83 See id. at 24 (describing the use of filters for the purpose of sorting out protected G10 communications). See also Report of the 1st Committee of Inquiry, supra note 3, at 898-901.
The following lineup serves to demonstrate that the conditions for the surveillance of communications of foreigners abroad (and for the handling of related personal data) are far more permissive than the standards contained in the G10 Act.
• Lower threshold: In contrast to Section 5(1) of the G10 Act, Section 6(1) of the BND Act does not require that the measure serves the purpose of identifying or countering a specified threat (armed attack, terrorist attack, proliferation, etc.). Instead, Section 6(1) of the BND Act merely demands that the data are necessary to identify and counter "threats to the Federal Republic of Germany's internal or external security," to ensure the Federal Republic of Germany's capability to act, or to obtain other intelligence that is relevant for the foreign and security policy of the Federal Republic of Germany on matters determined by the Federal Government. 84 The vagueness of this provision may be considered as being in line with the relatively broad mandate of the BND formulated in Section 1(2)(1) of the BND Act, which is to provide the Government with a wide variety of strategically relevant information, including information on economic developments, in the field of foreign and security policy. 85 Germany's foreign and security policy interests are defined and prioritized for the BND by the Federal Chancellery in consultation with other federal ministries in a mission profile (Auftragsprofil). 86 The executive branch in Germany has a core area of responsibility where it can make its decisions largely independent from the parliament (Kernbereich exekutiver Eigenverantwortung). 87 This follows from the principle of the separation of powers (Article 20(2)(2) of the Basic Law). The leeway of the Federal Government is particularly broad in the domain of foreign policy. 88 In October 2016, for instance, the Federal Constitutional Court decided that the Federal Government had not violated the rights of the Bundestag by refusing to submit a list of NSA selectors to the Committee of Inquiry. 89 In this case, the Court reaffirmed that it is part of the responsibility of the Government to determine the strategic parameters for the work of the intelligence 84 BND Act § 6(1)1. 85 See Gesetzesentwurf der Fraktionen der CDU/CSU und SPD [Draft Act by the Parliamentary Groups CDU/CSU and SPD], DEUTSCHER BUNDESTAG: DRUCKSACHEN [BT] 18/9041, at 22 (Ger.) (commenting on BND Act § 6(1)). 86 Notification by the Parliamentary Control Panel, supra note 7, at 5 (describing the character of the Auftragsprofil). 87 services and to guarantee their operational capability. 90 Although Section 6(1) of the BND Act, with its broad wording, takes account of that responsibility, it is questionable whether the provision would stand the constitutional law test of determinedness 91 if scrutinized by the Federal Constitutional Court-especially if the Court would recognize that Section 6(1), just like Section 5(1) of the G10 Act, could serve as a legal basis for actions that interfere with Article 10 of the Basic Law.
• Relaxed procedure and formal requirements: Responsibility for issuing surveillance orders under the BND Act lies with the Federal Chancellery; the Parliamentary Control Panel, however, is not involved in this process. 92 While an order for surveillance under Section 5(1) of the G10 Act requires expressly listing the search terms, 93 orders under Section 6(1) of the BND Act may generally be issued without such specification. 94 Moreover, orders under Section 5(1) of the G10 Act must identify a target area (geographic region or certain States), certain transmission channels, and a certain percentage of the capacity of these channels that shall be subject to strategic surveillance (not exceeding 20 percent). 95 No such restrictions exist under the BND Act. 96 Finally, an order under Section 6(1) of the BND Act may allow the BND to take such measures for renewable terms of nine months (not just three months).
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• No obligation to notify affected persons: The BND generally has no obligation to inform persons affected by measures taken on the basis of Section 6(1) of the BND Act. An obligation to notify arises only insofar as such measures have accidentally produced (in 90 Id. at para. 127. 91 See Infra note 163 and accompanying text.
92 BND Act § 9.
93 G10 Act § 10(4). 94 BND Act § 9(1). Paragraph 2 stipulates that the use of search terms that directly lead to EU institutions or authorities of EU Member States require a separate order.
95 G10 Act § 10(4). 96 The order must identify only the relevant telecommunication network. See BND Act § 6(1)2, § 9(1)2 (lit. 2). But the notion "telecommunication network" is fairly broad under German telecommunication law. G e r m a n L a w J o u r n a l Vol. 19 No. 04 violation of Section 6(4) of the BND Act) data relating to German nationals, domestic legal persons, or foreign nationals staying in Germany.
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• Lower standards for data protection: Like the G10 Act, the BND Act contains a general provision on the protection of the core area of private life. 99 But the hurdles for the storage of personal data (in particular traffic data) are significantly lower than those established by the G10 Act. 100 An area where the dichotomy between G10 communications and routine communications is highly relevant is the transfer of personal data to foreign intelligence services, which will be addressed separately below.
• No involvement of the G10 Commission: Instead of empowering the G10 Commission to control the BND's activities in the field of Ausland-Ausland-Fernmeldeufklärung, 101 the BND Act provides for the creation of a new body, the so-called "Independent Panel" (Unabhängiges Gremium).
102 This Panel is filled with judges of the Federal Court of Justice and a Federal Public Prosecutor. Its task is to examine whether an order for surveillance is admissible and necessary. 103 If it declares a surveillance order to be inadmissible or unnecessary, the order must be immediately revoked. The procedure is similar to the G10 Commission procedure under the G10 Act. The BND Act, however, does not explicitly vest the Independent Panel with authority to exercise control over the entire processing and use of personal data. 104 A main difference between the G10 Commission and the Independent Panel is that the members of the latter body are appointed by the Federal Government and not by the Parliamentary Control Panel of the Bundestag.
105 This is a somewhat strange construction given the fact that the parliament traditionally plays an important role in controlling the intelligence services in Germany. 98 BND Act § 10(4). In this case, as far as German nationals, domestic legal persons, or foreign nationals staying in Germany are concerned, the procedure for notification is the same as the procedure envisioned in Section 12 of the G10 Act. 99 BND Act § 11. 100 BND Act § § 6(6), 10, 19, 20. 101 The G10 Commission will only be involved in exceptional circumstances-if a measure of surveillance under Section 6(1) of the BND Act accidentally leads to the collection of data relating to German nationals, domestic legal persons, or foreign nationals staying in Germany (BND Act § 10(4)).
102 BND Act § 16.
103 BND Act § 9(4). See also § 9(5). 104 Additional competences of the Independent Panel are provided by Section 15(3) of the BND Act.
The Transfer of Personal Data to Foreign Intelligence Services
The exchange of information between intelligence services at the international level is of paramount importance for countering terrorist attacks committed by persons who are highly mobile and well connected across the globe. Timely information about terrorist plots and suspected perpetrators is probably the most valuable currency in the business of intelligence cooperation today. The principle of reciprocity 106 means that an intelligence service may only expect to receive insights about such plots from foreign services if it also delivers such information. This implies that the BND must have sufficient authority and power to cooperate on a level playing field with the NSA and other foreign intelligence services.
The transfer of personal data to foreign intelligence services, however, is a particularly sensitive matter because there is usually no guarantee that the data will be processed and used by the receiving State in compliance with fundamental human rights norms. The G10 Act addresses this problem by establishing strict conditions for the transfer of personal data by the BND. These conditions are defined in Section 7a of the G10 Act. In particular, the transfer must not conflict with overriding individual rights of the affected person. Permissible transfers require adequate data protection standards to apply in the receiving State.
107 In a judgment of April 2016, which deals with the Federal Criminal Police Office Act (Bundeskriminalamtgesetz), the Federal Constitutional Court further specified the constitutional law requirements for the transfer of personal data to foreign authorities. 108 In this regard, the Court referred to the 2015 judgment of the Court of Justice of the European Union in Schrems 109 and insisted that there shall be an "adequate" level of data protection in the receiving State, which does not need to be identical with or equivalent to the German standards, but which must ensure that human rights norms will not be undermined.
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Under no circumstances may Germany be complicit in violations of human dignity.
111 106 See, e.g., G10 Act § 7a(1)1(lit. 3).
107 G10 Act § 7a(1)1(lit. 2). On the meaning of the term "Rechtsstaat", which has no exact equivalent in the English language, see KOMMERS, supra note 52, at 48. Procedurally, every transfer of personal data under Section 7a of the G10 Act is to be authorized by a qualified lawyer of the BND and approved by the Federal Chancellery. 112 The data must be earmarked and the details of the transfer must be documented in the records. 113 In addition, the BND shall obtain from the receiving intelligence service a binding commitment that the data will be used only for the purpose of the transfer, that the earmarking of the data will be kept, and that the BND will, upon request, be informed of the further use of the data. 114 Moreover, the G10 Commission and the Parliamentary Control Panel must be notified of each transfer. 115 Under such strict conditions, the hurdles for the transfer of personal data to foreign intelligence services are rather high and the procedure is complex and time-consuming.
As far as the transfer of personal data from routine communications is concerned, the BND Act provides the BND with greater flexibility. Under the BND Act, such transfer is generally not subject to control by the G10 Commission. Over the years, a legal practice has evolved according to which the BND transferred personal data to the NSA by simply invoking Section 1(2)(1) of the BND Act as a legal basis-and without considering itself bound by any specific statutory limitations. 116 This practice has been rightly criticized because Section 1(2)(1) of the BND Act describes only the general mandate of the BND and does not contain any language that could be interpreted as a legal authorization for the transfer of personal data. 117 The .pdf (noting that the BND considered itself bound in such cases only by the fundamental principles of the Rechtsstaat, in particular by the guarantee of human dignity, the prohibition on arbitrary action, and the principle of proportionality). See also SCHALLER, supra note 31, at 35-36 (summarizing the line of argument pursued by the BND). 117 Bäcker, supra note 31, at 559-60 (arguing that Section 1(2)1 of the BND Act could not serve as a legal basis for action within the scope of Article 10 of the Basic Law); SCHALLER, supra note 31, at 32. See also infra note 163 and accompanying text.
services are defined in Section 13 of the BND Act. This provision stipulates that the details of the cooperation have to be put down in a memorandum of understanding, which needs to be approved by the Federal Chancellery and notified to the Parliamentary Control Panel.
118 Once the cooperation is established, the door is more or less open for an automated transfer of data that has been collected within the framework of this particular cooperation.
119 Moreover, the BND may also maintain data sets to which public authorities of other States have access for the purpose of exchanging or analyzing intelligence related to certain threat situations or certain groups of persons; and it may participate in such projects undertaken by foreign authorities.
120 This is another form of highly institutionalized cooperation. Apart from that, however, the BND Act does not prevent the BND from carrying on with its long-standing practice of invoking Section 1(2)(1) as a legal basis for an ad hoc exchange of information in less formalized cooperation contexts.
The exchange of data collected in the context of Ausland-Ausland-Fernmeldeaufklärung is probably the most important part of the BND's cooperation with the NSA and other intelligence services. If the high standards established by the G10 Act would be applied without any modification to all cases of data transfer, the cooperation between the BND and the NSA would be severely hampered. This might explain why the Federal Government and the Bundestag pushed for a reform of the BND Act that deals with the complex of AuslandAusland-Fernmeldeaufklärung wholly beyond the ambit of Article 10 of the Basic Law. In its decision of October 2016 dealing with the Federal Government's refusal to submit a list of NSA selectors to the Committee of Inquiry, the Federal Constitutional Court acknowledged that there is a relationship of mutual dependency between German and U.S. intelligence services. 121 In particular, the Court referred to the threats posed by international terrorism and cyberattacks. In light of these threats, the Court recognized that international intelligence cooperation is of "paramount importance" for Germany and that the 118 BND Act § 13(3), (5). partnership with the United States is "indispensable."
122 In the view of the Court, a suspension of such cooperation could cause a permanent loss of essential intelligence on foreign and security policy matters. Moreover, the Court warned that such an impairment of the operational capability of the intelligence services, even if only temporary, would not be tolerable. 123 For the moment, it is difficult to predict what this decision could mean for further surveillance-related cases that will be brought before the Federal Constitutional Court. On the one hand, the decision sends a strong signal in favor of international intelligence cooperation. On the other hand, as will be argued in part C below, the discrimination between different categories of persons based on nationality and location is difficult to reconcile with German constitutional law.
III. "Spying on Friends": New Rules for the Surveillance of EU Institutions, EU Member States, and EU Citizens
"Spying on friends is unacceptable" ("Ausspähen unter Freunden, das geht gar nicht"). Those were the words of German Chancellor Angela Merkel in October 2013 reacting to reports that the NSA had tapped her cell phone. 124 Since then, it has become public knowledge that the BND had also extensively used selectors leading to the communication of EU and NATO partners.
125 A 2016 report published by the Parliamentary Control Panel of the German Bundestag refers to a list of about 3,300 institutions and persons that were potentially under surveillance by the BND. 126 These targets included heads of State and government of EU and NATO Member States, ministers and their staff, military facilities of such States, EU institutions, diplomatic missions with an EU/NATO link, as well as NGOs, companies (especially from the aerospace, defense, transport, media, and consultancy sectors), and certain individuals with an EU/NATO background. 127 In the media it was reported that even a high-ranking German diplomat had been monitored by the BND while working for the European Union.
128 When Chancellor Merkel testified before the Committee of Inquiry of the Bundestag in February 2017, she firmly stood by her 2013 statement that spying on friends was unacceptable.
129
One of the most remarkable features of the 2016 reform of the BND Act is that the Bundestag has, for the first time, adopted specific rules for the surveillance of EU institutions, authorities of EU Member States, and EU citizens.
130 This is noteworthy for two reasons. On the one hand, it is now clearly laid down in the law that the BND in certain circumstances will also "spy on friends." On the other hand, it seemed important to the Federal Government and the Bundestag to make clear that the BND does not have unfettered authority in this sensitive area. Section 6(3) of the BND Act stipulates that search terms which lead to a targeted interception of the communications of such institutions or persons may be used only in two cases: (1) if necessary to identify or counter a threat listed in Section 5(1) of the G10 Act; or (2) to gain information as defined in Section 6(1) of the BND Act insofar as the measure is focused exclusively on the collection of data concerning developments in third States, and to the extent that these developments are of particular relevance for Germany's security.
131 Furthermore, the BND may use search terms leading to EU citizens if necessary to identify or counter certain criminal offenses within the meaning of Section 3(1) of the G10 Act. While Section 6(3) of the BND Act raises the bar for surveillance measures against EU institutions, authorities of EU Member States, and EU citizens, it does not guarantee the same standard of protection as the G10 Act. Differences remain especially with regard to the protection of personal data. 133 The German legislator has thus created a third category of communications that enjoy an intermediate level of protection. On the one hand, the surveillance of such institutions, authorities, and persons is subject to a more restrictive legal 128 130 See supra note 12.
131 BND Act § 6(3)1.
132 BND Act § 6(3)2. 133 Sections 10(3) and 15(1) of the BND Act provide that data which has been collected in violation of Section 6(3) of the BND Act must be immediately erased and may not be subject to an automated transfer to foreign intelligence services. Data that has been collected in accordance with Section 6(3) is subject to the same data protection standards as other data collected under Section 6(1), which are lower than those established by the G10 Act. See supra note 100. framework than the surveillance of routine communications of other foreigners abroad. 134 On the other hand, the conditions for the surveillance of such EU communications, as well as for the processing and use of related personal data, are less restrictive than those applying to G10 communications.
Interestingly, the BND Act does not contain any restrictions regarding the surveillance of other international organizations like the United Nations or NATO. The communication of such institutions, as well as the communication of authorities of non-EU partner countries such as the United States, may be subject to strategic surveillance under the normal standards applying to routine communications as laid down in the BND Act. 135 The only limitation in this regard is contained in Section 6(2) of the BND Act, which stipulates that the use of search terms for the purpose of collecting content data (not traffic data) must always be consistent with Germany's foreign and security policy interests. In the explanatory note to this provision, it is stated that the BND shall be generally prevented from using search terms that lead to the communication of heads of States with which Germany maintains close and cooperative partnership relations. 136 To the knowledge of the present author, Germany is the only country in Europe that has regulated these issues in a federal law. The explanatory note on the draft legislation clarifies that the aim was to enhance legal certainty. 137 It seems, however, that the Federal Government and the Bundestag were also driven by the desire to demonstrate that Germany is able to pursue its legitimate security interests within a transparent legal framework that respects not only the principles of the Rechtsstaat but also takes due account of Germany's loyalty and responsibility vis-à-vis its European partners. From an international law perspective, however, it is important to note that espionage activities directed against the authorities of foreign countries are not prohibited per se; 138 and EU law also does not regulate such activities between EU Member States.
139 134 See also the procedural requirements established by Section 9(2), (5) of the BND Act. 135 On the need for a transatlantic privacy agreement, see Cole & Fabbrini, supra note 33, at 233-37. 
IV. Preliminary Conclusion
It has been demonstrated that German intelligence surveillance law is rather fragmented. The surveillance of electronic communications that involve at least one participant who is either a German national or a foreigner staying in Germany is regulated in the G10 Act, which guarantees a relatively high level of protection of privacy in accordance with Article 10 of the Basic Law. The monitoring of communications exclusively involving foreigners abroad, which is subject to the newly reformed BND Act, however, is permissible under conditions that are far less restrictive than those established by the G10 Act. This dichotomy between so-called "G10 communications" and "routine communications" is also relevant with regard to the protection of personal data because the G10 Act and the BND Act define completely different standards for the processing and use of such data. A particularly sensitive aspect is the transfer of personal data to foreign intelligence services. While the BND Act is rather open for the transfer of data relating to routine communications, the relevant provisions in the G10 Act are more limiting. In addition to these two categories, there is a third category of surveillance targets comprising EU institutions, authorities of EU Member States, and EU citizens, which enjoy an intermediate level of protection against surveillance under the BND Act.
By regulating the entire complex of Ausland-Ausland-Fernmeldeaufklärung in the BND Act and not in the G10 Act-and by scrupulously avoiding in the BND Act any reference to Article 10 of the Basic Law-the Bundestag expressed that it does not consider such measures to interfere with Article 10. In other words, the Bundestag followed the line of argumentation of the Federal Government that foreigners abroad are not entitled to protection by this basic right. In the following part, this approach will be critically assessed.
C. The Constitutional Law Dimension of Strategic Surveillance by the BND
This part examines whether the law and practice of the BND in the field of strategic surveillance is in line with the German Basic Law. First, it will be highlighted to what extent the privacy of electronic communication is generally protected by the Basic Law. Then, it will be asked whether non-German nationals who are affected by strategic surveillance measures of the BND outside the territory of the Federal Republic of Germany are also entitled to such protection. This question might appear somewhat strange from a U.S. perspective as it is firmly established that the Fourth Amendment to the U.S. Constitution does not protect nonresident aliens in foreign countries against surveillance by the NSA. Fourth Amendment is to protect the people of the United States against arbitrary action by their own government and not to restrain the government's actions against aliens outside U.S. territory. 141 The NSA has therefore nearly unlimited authority to spy on foreign nationals while they are outside the United States. 142 Under German constitutional law, the issue of extraterritorial basic rights protection for foreigners leaves more room for discussion. Here, the answer depends on how the personal and territorial scope of Article 10 and other basic rights enshrined in the Basic Law is defined.
I. The Privacy of Electronic Communication Under German Constitutional Law
German constitutional law ensures the protection of privacy in various aspects. While the privacy of correspondence, posts, and telecommunications as well as the inviolability of the home are expressly guaranteed in the Basic Law (Articles 10 and 13), other privacy protections have been derived by the Federal Constitutional Court from the general right to personality, which flows from Article 2(1) of the Basic Law (personal freedoms) in conjunction with the human dignity clause contained in Article 1(1).
As far as the surveillance of electronic communication is concerned, the most relevant provision in the Basic Law is Article 10, establishing that the privacy of correspondence, posts, and telecommunications shall be inviolable. 143 This provision is interpreted by the Federal Constitutional Court in a rather dynamic fashion to cover the whole spectrum of digital communication, irrespective of the technology used and the content transmitted. 144 It also protects the confidentiality of the circumstances of the communication, which includes all kinds of metadata. 145 Whether the communication is intercepted en route, for example, at an Internet exchange point, or directly at the phone or computer used by the sender or recipient is irrelevant. Any monitoring and recording of an ongoing communication process as well as any screening, storage, transfer, or other processing or use of related communication data is considered an encroachment upon Article 10 and requires a specific legal basis in statutory law. 146 The Federal Constitutional Court decided in a number of cases that the core area of private life, which is guaranteed by Article 1(1) of the Basic Law, must be respected under any circumstances. 147 As mentioned above, even the greater public good cannot justify interference with the core area of private life of an individual. 148 Part of the core area of private life are perceptions, feelings, considerations, views, and experiences of a highly personal character. 149 Notably, information that is directly linked to a criminal offense is exempt from such protection. 150 To ensure an adequate protection of the core area of private life, the intelligence authorities must observe certain procedural safeguards. Surveillance measures must be stopped if there is reasonable ground to believe that an act of surveillance will lead to information relating to the core area of private life. Should such information have been inadvertently recorded, it must be deleted immediately. 151 Article 10 of the Basic Law, however, applies only to an ongoing communication process. Exempt from this protection is the confidentiality of data that relate to the content or circumstances of a completed communication and that are already stored in the sphere of the participants. 152 This means that a State agency which uses spying software to infiltrate and search the storage medium of a smartphone or computer of a suspected person via the Internet does not interfere with Article 10. 153 Therefore, the Federal Constitutional Court in the Online Computer Surveillance Case of 2008 derived from the general right to personality the so-called "right to the guarantee of the confidentiality and integrity of information technology systems" (Grundrecht auf Gewährleistung der Vertraulichkeit und Integrität informationstechnischer Systeme). 154 The general right to personality had already served the Court several times as a basis for closing privacy protection gaps in light of new technological advancements. In the Census Act Case of 1983, for example, the Court developed the right to informational self-determination (Recht auf informationelle Selbstbestimmung). 155 Here, the Court held that, under modern conditions of data processing, the individual had to be Later, the Court expounded that the protective scope of the right to informational selfdetermination was not limited to information of an inherently sensitive character. In its view, even the handling of personal data that was less meaningful by itself could have serious repercussions on the privacy and freedom of action of the individual, depending on the purpose of the collection and the mode of processing. 157 In the Online Computer Surveillance Case, however, the Court came to the conclusion that the right to informational self-determination did not fully accommodate the new vulnerabilities and privacy risks resulting from the use of highly advanced and interconnected communication systems. 158 The use of such systems would inevitably lead to the creation, processing, and storage of large quantities of data. A third party accessing a system could therefore obtain data stocks that are extremely revealing. The severity of such an intrusion, as the Court noted, goes far beyond the quality of individual data collections against which the right to informational self-determination provides protection. To close this gap, the Court developed the right to the guarantee of the confidentiality and integrity of information technology systems. This right aims to protect the individual against State intrusions in systems that alone or in a network environment contain personal data to such an extent and in such diversity, that access to the system would enable the intruder to gain insight into significant parts of the life of a person and to generate detailed personality profiles.
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Every restriction of these basic rights requires a statutory basis. It is established under German constitutional law that all essential decisions concerning the implementation of a basic right-in particular decisions to interfere with the exercise of a basic right-must be taken by the parliament in the form of a statute (Wesentlichkeitslehre, Parlamentsvorbehalt). 160 This flows from the principle of the Rechtsstaat 161 (Article 20(3) of the Basic Law) and the democracy principle (Article 20(2)), which are cornerstones of the German constitution. Any statutory provision that restricts a basic right must be entirely in accordance with the Basic Law. In particular, it must serve a legitimate purpose and respect the principle of proportionality, which also follows from the principle of the Rechtsstaat. 162 Moreover, the occasion, purpose, and limits of the encroachment must be defined in a 156 161 On the meaning of the term "Rechtsstaat," see KOMMERS, supra note 52, at 48. sufficiently specific, precise, and clear manner. 163 This requirement is often referred to as the "principle of determinedness and clarity of legal norms" (Gebot der Normenbestimmtheit und Normenklarheit). The required level of determinedness and clarity depends on how significantly a basic right is affected. A provision summarizing the tasks of an agency, like Section 1(2)(1) of the BND Act, does not automatically authorize an encroachment upon basic rights in the fulfillment of these tasks. Furthermore, the law must apply generally and not merely to a single case (Article 19(1)(1) of the Basic Law); it must expressly specify the affected basic right and the relevant Article (Article 19(1)(2) ), and the essential content of the affected basic right must not be impaired (Article 19(2) ).
In the G10 Act Case of 1999, the Federal Constitutional Court spelled out detailed parameters for regulating strategic surveillance. 164 These parameters have been translated by the German legislator into the 2001 version of the G10 Act. The outer boundaries for an admissible surveillance legislation were explored by the Federal Constitutional Court in a judgment of 2010 dealing with the issue of data retention. 165 In this judgment, the Court stated that legislation which would aim at storing personal data in a precautionary way and as comprehensively as possible for the purpose of future criminal prosecution or threat prevention would be per se incompatible with the German constitution. 166 Moreover, the Court made clear that it is part of the constitutional identity of the Federal Republic of Germany that the citizens, in the exercise of their individual freedoms, must not be subject to total surveillance.
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II. Are Non-German Nationals in Foreign Countries Protected by Article 10 of the Basic Law?
The German Basic Law generally distinguishes between two types of basic rights: Those which afford protection to every human being and those which explicitly apply to German nationals only (Deutschengrundrechte). 168 Neither Article 10 nor the rights derived from Article 2(1) and Article 1(1) are limited in their application to German nationals. This means that, at least within German territory, all individuals, irrespective of their nationality, are 163 166 Id. 167 Id. at 324. 168 Basic rights that apply only to German nationals include, e.g., the freedom of assembly (Article 8 of the Basic Law), the freedom of association (Article 9), and the freedom of movement (Article 11). With regard to the exercise of such freedoms, foreigners enjoy basic protection under Article 2(1), which guarantees a general freedom of action for every person.
protected. It is not required that the person is a lawful resident of Germany. Any discrimination in this regard would also violate Article 3(1) of the Basic Law (equality before the law).
A different question is: Does the Basic Law protect foreign nationals who are affected by the actions of German authorities outside the territory of the Federal Republic of Germanyand, if so, is the standard of protection the same as if the affected persons had been within Germany? The Federal Constitutional Court has not yet taken a stance on this particular issue. In the G10 Act Case of 1999, it only made general remarks on the geographical dimension of the protective scope of Article 10. 169 In this case, the Federal Government argued that German authorities were not bound to apply the basic rights everywhere in the world and under any circumstances. 170 According to the Government, the effects resulting from the exercise of State authority abroad would trigger basic rights protection only to the extent that such effects were based on the personal or territorial jurisdiction of Germany.
171
A German national who leaves the Federal Republic of Germany is still subject to Germany's personal jurisdiction and therefore remains protected by the basic rights vis-à-vis the German State. What the Federal Government meant by arguing that an exercise of authority could trigger basic rights protection to the extent that it was based on territorial jurisdiction is less clear. In the view of the Government, there had to be a link between the act in question and the territory of the Federal Republic of Germany. 172 The Federal Constitutional Court left it deliberately open whether there really must be a territorial link. The Court only stated that, whenever the BND used installations on German soil to intercept and record telecommunication, there would be such a link. 173 Moreover, the Court noted that the process of analyzing these communications, which also constitutes an encroachment upon Article 10 of the Basic Law, would usually take place on German territory. 174 In these constellations, where there was an evident nexus between surveillance activities that were technically conducted from within Germany and the target of such activities located abroad (technisch-informationelle Beziehung), the BND would be bound by Article 10. 175 At the same time, the Court straightened out that its remarks on the territorial reach of Article 10 did not 169 Bundesverfassungsgericht [BVerfG] [Federal Constitutional Court] 100 BVERFGE 313 (362-64) (Ger.). 170 Id. at (338-39) (summarizing the position of the Federal Government). 171 Id. at 339. 172 Id. 173 Id. at 363. 174 Id. 175 Id. at 363-64.
concern the specific question of whether Article 10 also protected foreign nationals abroad. 176 The starting point for approaching this issue is Article 1(3) of the Basic Law, which stipulates that the basic rights bind the German legislature, the executive, and the judiciary as directly applicable law. It means that no organ of the State may perform its sovereign functions without respecting the restrictions imposed by these rights. Article 1(3) does not contain any language that would imply a territorial limitation of the binding force of the basic rights. In 1957, the Federal Constitutional Court already made clear that German State organs are bound by the basic rights even in cases in which the effects of the exercise of authority occur abroad. 177 Hence, it is generally acknowledged that all three branches of the State remain bound by the basic rights when they exert their powers outside German territory. 178 This understanding adequately reflects the realities of a globalized world in which "traditional borders have become permeable" and "State organs operate more frequently and more intensely outside the domestic territory."
179
Article 1(3) of the Basic Law, however, defines the reach of the basic rights' binding force only in general terms. Therefore, "each specific basic right has to be defined ratione loci, ratione materiae, and ratione personae." 180 The next step is thus to find out whether Article 10 of the Basic Law is open for an application in transnational constellations. Like Article 1(3), Article 10 does not contain any language that would restrict its application to the territory of the Federal Republic of Germany. It is an "impact-related" right that serves to protect the individual against intrusive actions by the State wherever such actions occur. As noted above, the Federal Constitutional Court has always interpreted Article 10 in a rather dynamic fashion to cover the whole spectrum of digital communication. Given the fact that digital communication is of paramount importance for the free exchange of opinions and information between people across the globe, it is difficult to see why the privacy of such communication should not be subject to protection by Article 10 in constellations of a transnational character.
Because Article 10 of the Basic Law functions as a protective right against the State, its application is triggered only if there is an exercise of State authority. At this point, it may be useful to draw a distinction between two types of action: (1) the collection of intelligence on foreign territory; and (2) the collection of signals intelligence about foreign countries and their citizens with installations located on German territory. As far as clandestine activities by agents on foreign soil are concerned, it has been claimed that the deployed agents did not exercise sovereign authority. 181 The main argument is that the conduct of an organ of the executive branch would constitute an exercise of State authority only if the organ was in fact able to exert some form of sovereign control and had the power to enforce its decisions, if necessary, by means of legal coercion. 182 This view resorts to the "effective control" test developed by the European Court of Human Rights.
183 The European Court of Human Rights has taken the position that there must be exceptional circumstances to justify an extraterritorial application of the rights and freedoms enshrined in the European Convention on Human Rights (State agent authority and control; or effective control over an area). 184 Referring to that test, it is held that "[c]landestine intelligence gathering abroad cannot be qualified as an 'exceptional circumstance' that would establish de facto effective control."
185 In the logic of this argument, the activities of the BND abroad are not a manifestation of sovereign power. Instead, the agents would act like a private person in the sphere of illegality. At best, they had "the merely factual power of a gang of criminals."
186
Assessing the plausibility of this argument is beyond the scope of the present Article. It may help to explain, though, why the German legislator has so far abstained from regulating 181 Id. at 409-15. 182 Gärditz, Rechtsbindung, supra note 31, at 474. 183 Gärditz, Legal Restraints, supra note 30, at 410-11. 184 The Al-Skeini Judgment of 2011 provides an overview of the relevant jurisprudence on these matters. See Al-Skeini and Others v. The United Kingdom, App. No. 55721/07, paras. 130-142 (July 7, 2011). 185 Gärditz, Legal Restraints, supra note 30, at 411. 186 Id. at 412.
intelligence collection by the BND on foreign territory. 187 As far as such activities are concerned, the BND still operates on the basis of Section 1(2)(1) of the BND Act.
188
More relevant from the perspective of this Article is the second type of action: The surveillance of communications that involve foreign nationals in foreign countries-but with installations located within Germany's territorial jurisdiction. In these cases, there is no doubt that the BND exercises State authority by implementing the provisions contained in the G10 Act and the BND Act. The very purpose of these laws is to regulate such transboundary surveillance operations. This means that the BND is automatically bound by Article 10 of the Basic Law irrespective of the nationality and location of the affected persons.
189 With a view to such constellations, two important features of basic rights protection must be considered in combination: Article 10 protects every natural person without regard to nationality, and it is applicable in situations in which the effects of an exercise of State authority occur abroad. This position is shared by the vast majority of German constitutional lawyers. 190 Even the U.N. Special Rapporteur on the Right to Privacy has recently criticized the German legislation in an unusually harsh manner. 191 In his view, the new BND law "loses out on a precious opportunity to clarify that the right to privacy and related safeguards applies to individuals irrespective of nationality, citizenship or location, or indeed whether the surveillance is carried out inside or outside Germany."
192 The question of whether foreigners "deserve" privacy protection has also been the subject of some discussion under international human rights law. In this debate, it has been maintained that "it is difficult to see how citizenship serves as a legitimate distinction with regard to 187 While States are generally prevented by international law from exercising their authority and enforcing their laws on the territory of other States (unless they are specifically entitled to do so), they are not prevented from enacting legislation that defines for their own agencies the scope and parameters for intelligence operations abroad. Theoretically, the German legislator could therefore also adopt provisions regulating the BND's engagement in such operations, which would further enhance legal certainty.
188 Supra note 81.
189 But see Gärditz, Legal Restraints, supra note 30, at 419 (doubting that the qualitative threshold for triggering protection by Article 10 of the Basic Law is reached when a measure of strategic surveillance merely scans metadata to reveal potential patterns without individualizing the participants).
surveillance and communications privacy secured by Article 17 [of the European Convention on Human Rights]." 193 Another commentator noted that "under the moral logic of human rights law, citizens and non-citizens are equally deserving of protection of their rights generally, and privacy specifically."
194
Insofar as it is acknowledged that Article 10 of the Basic Law also protects foreigners abroad, the issue nevertheless remains as to whether the standard of protection is the same as the standard that applies in Germany. The Federal Constitutional Court pointed out that the reach and level of protection guaranteed by the basic rights in an international context is open to certain differentiations and modifications. 195 This may be the case if the complete implementation of a basic right on foreign territory would conflict with Germany's international obligations or if Germany would be factually prevented from fully enforcing its own basic rights standards abroad. The Federal Constitutional Court clarified that the protective scope of the basic rights ends where another State is alone responsible for a certain development. 196 If it is to be expected that an applicable basic right might become completely sidelined and irrelevant in an international context, the German legislator may choose to lower the standards regarding the implementation of that right in order to preserve at least some degree of protection. 197 The realities of international relations and the need for international cooperation sometimes call for such compromises. But transnational constellations do not per se warrant a lowering of the standards of basic rights protection. Any differentiation or modification must be justified in light of the specific circumstances of the case at hand. 198 In the present context it is doubtful, for example, whether the provisions of the G10 Act concerning the notification of affected persons could or should be applied in situations in which the affected person is a foreign national not living in Germany. 199 A strict implementation of these provisions in a transnational context would force the BND to disclose to some extent its activities vis-à-vis the State in which the person is present. This could have severe operational consequences for the BND. 200 Apart from that, a formal notification may require administrative measures on the territory of the relevant State, which could raise additional problems in terms of cooperation. In certain cases, the target person might even be exposed to grave harm in his or her home country if the local authorities were informed and involved in the process. It is not excluded that other protections contained in the G10 Act are also open for certain modifications, but it would be difficult to argue that the entire regime on Ausland-Ausland-Fernmeldeaufklärung in the BND Act is per se an admissible modification of the G10 regime.
III. The Privacy of Electronic Communication of Companies, NGOs, and Other Legal Persons in a Transnational Context
Article 19(3) of the Basic Law determines that the basic rights shall apply to domestic legal persons as far as the nature of the right permits such application. Basic rights are first and foremost protective rights against the State.
201 Therefore, the Federal Constitutional Court acknowledged that the basic rights are applicable to a legal person that is organized under public law only insofar as the entity serves the free development of the individuals who stand behind it. 202 This exception applies mainly to churches, universities, and public broadcasting stations.
The reference to domestic legal persons in Article 19(3) of the Basic Law makes clear that the basic rights do not protect foreign legal persons. The distinction between domestic and foreign legal persons refers to the location from where the entity is effectively operated. If a company is registered and has its headquarters in Germany, it is usually assumed that the company is a domestic legal person, even if owned or managed by foreigners. 203 In the case of multinational corporations and their subsidiaries, the distinction may prove more difficult.
Private legal persons that have their hub in another EU Member State are accorded a special status under German constitutional law. The Federal Constitutional Court decided that such entities shall benefit from an extension of the scope of application of the German basic rights. 204 According to the Court, such an extension is required because of the primacy of the freedoms of the internal market as enshrined in Article 26(2) of the Treaty on the Functioning of the European Union (TFEU) and because of the general prohibition on discrimination laid down in Article 18 TFEU. 205 This means that Article 19(3) of the Basic Law must be interpreted in a way that does not exclude EU private legal persons from basic rights protection when they operate "within the scope of application of the Treaties." 206 Companies that depend on the free movement of goods, persons, services, and capital within the EU can invoke non-discrimination provisions of EU law. It may thus be argued that the BND is under an obligation to treat the communication of such companies as G10 communication, subject to the same protection as communications of domestic legal persons. 207 Foreign State and governmental authorities, however, are under no circumstances covered by the protective scope of the German basic rights (for the same reasons as German legal persons that are organized under public law are generally prevented from invoking protection). Hence, it is firmly established that espionage directed against foreign authorities and public officials, while acting in their official capacity, is not a case where Article 10 of the Basic Law would be applicable. 208 Such persons are protected only as far as their individual privacy sphere is affected. 209 An interesting issue, which has come up during the hearings before the Committee of Inquiry of the Bundestag, was the BND's interpretation of the protective scope of Article 10 of the Basic Law in cases in which a German national works for a foreign company, NGO, or other foreign institution abroad. According to the so-called Funktionsträger theory developed by the BND, German nationals could not claim that their communication was protected by Article 10 of the Basic Law as long as they communicated in their capacity as a representative of such a company, NGO, or institution outside the territory of the Federal Republic of Germany. 210 The BND treats such communication as routine communication and not as G10
communication. Vice versa, in the logic of this theory, a foreign national would benefit from basic rights protection if he or she worked for a German company or NGO abroad. It means, for example, that an Afghan national employed by a German NGO in Afghanistan-while acting in his capacity as a representative of that company-would be protected by Article 10, whereas a German employee of a Canadian company in Afghanistan acting in such capacity would not enjoy protection. But this theory can hardly be brought in line with basic rights doctrine. According to the Federal Constitutional Court, Article 10 does not differentiate between the private, business, or political content of a communication. 211 The participants of a communication do not lose privacy protection just by using a corporate phone or computer. 212 In the view of the present author, the Funktionsträger theory has no basis in German constitutional law, irrespective of whether German nationals or foreigners abroad are concerned.
D. Concluding Remarks: A Reality Check
In part B, it has been demonstrated that German intelligence law distinguishes between certain categories of communications depending on the nationality and location of the participants. The provisions on the surveillance of foreigners abroad are far more permissive than those applying to the monitoring of communications that involve German nationals or foreigners in Germany. This differentiation is the consequence of a narrow interpretation of the personal and territorial scope of Article 10 of the Basic Law. It is an established principle that German nationals enjoy protection under Article 10 wherever their privacy is affected by the actions of the German State. Foreigners, however, are considered by the German legislator, the Federal Government, and the BND to be entitled to such protection only while staying in Germany. In part C, it has been argued that such differentiation is difficult to reconcile with German constitutional law because Article 10 protects every natural person without regard to nationality and because the Article's scope of application is not limited to the territory of the Federal Republic of Germany. It is therefore important to stress that the BND is bound by Article 10 irrespective of whether its surveillance activities affect German nationals, foreigners in Germany, or foreigners abroad. If basic rights protection is taken seriously, the G10 Act and the BND Act must be revised accordingly. The existing fragmented legislation should have been subject to a reform more comprehensive than the 2016 amendment of the BND Act. A more viable alternative would be a uniform statutory regime theory). See also Report of the 1st Committee of Inquiry, supra note 3, at 710-13 (quoting from an internal handbook of the BND). , 2015) , http://verfassungsblog.de/der-bnd-baut-sich-einen-rechtsfreien-raumerkenntnisse-aus-dem-nsa-untersuchungsausschuss/.
for strategic surveillance of international communications that meets the minimum requirements of Article 10 (perhaps not necessarily the high standards contained in the G10 Act) without bearing reference to a person's nationality or location. Of course, it would be a difficult challenge for lawmakers to strike a balance between the requirements dictated by Article 10 in transnational constellations and the need for operational flexibility, especially with a view to international intelligence cooperation. Sooner or later, the Federal Constitutional Court will have to deal with these issues in greater detail. The current state of law has been described as follows: "Legal doctrine is embryonic. The scarce and scattered cases that actually depended on basic rights protection abroad do not provide a coherent jurisprudence. The German Federal Constitutional Court is still meandering through these issues, following a 'muddling through' approach that has not provided stable and predictable parameters for the parliament."
213
But German intelligence legislation is not only problematic from a constitutional law perspective. It is also predicated on the unrealistic assumption that separating domestic communications from foreign communications and identifying the nationality and location of each participant is technically feasible. 214 In the age of the Internet, it is practically impossible to maintain such a strict separation between different types of communication. First of all, it is difficult to predict on which route a particular communication will be transmitted. In the past, electronic communication was transmitted through direct lines, which were connected by operators (circuit switching). This means that the entire communication between the participants ran through one and the same standing line. In the age of circuit switching, it was possible to identify certain cables channeling communication exclusively between two countries or regions. Some key provisions of the G10 Act are specifically designed to apply under such conditions. 215 Today, however, electronic communication data are mostly transmitted as addressed packets in fiber optic cables. For that purpose, a communication is split into several smaller packets that may be transported on completely different routes and put together at the end of the travel before they reach the phone or computer of the recipient (packet switching). These packets will usually not take the most direct path. According to experts, it is not possible anymore, under the conditions of packet switching, to distinguish easily between purely domestic communication traffic and international traffic. 216 Due to the complexity of the structure of 213 Gärditz, Legal Restraints, supra note 30, at 431. 214 See also Marxsen, supra note 31, at 227. 215 See G10 Act § 10(4) (requiring that only a certain portion of the transmission capacity of a particular transmission channel may be subject to surveillance and that this portion must be determined before the measure starts). the Internet and due to other factors that characterize the ad hoc and highly dynamic character of packet switching (such as the variety of different service models, complex decisions concerning the allocation and utilization of network capacity, rapid changes in routing patterns, etc.), it is hard to predict which data packets will be transported on a certain line between two routers. 217 Moreover, it is questionable whether the BND is really able to separate, with the necessary degree of reliability, purely domestic communications, G10 communications, routine communications, and communications with an EU background-which are all subject to different levels of protection against surveillance under current intelligence law. The BND uses special filter systems to screen communication streams in various cascades until all communications of a certain category are singled out. 218 At an early stage of this process, communications are to be identified on the basis of general technical parameters (country codes relating to telephone numbers, e-mail addresses, country code top-level domains, etc.). Moreover, the filters automatically run through lists containing identifiers that relate to communication infrastructure used by legal persons and individuals already known to the BND (e.g. "G10 lists" of German company offices in foreign countries). It has been reported, however, that these filter systems are not as sophisticated as to provide reliable results in all cases. 219 To verify that a particular selector (e.g. a telephone number or e-mail address) or an intercepted communication is linked to a German company, an EU institution, or an authority of an EU Member State may be relatively easy. Clarifying whether an individual participant is a German national, a foreign EU citizen, or a non-EU foreigner, however, poses considerable practical problems. Does the use of a Belgian e-mail address, for instance, provide sufficient evidence for the assumption that the participant located in Afghanistan is in fact a Belgian national? And what happens if a Belgian uses a cellphone with an Afghan number? Even translators and intelligence analysts who would listen to an overseas telephone conversation and who may be well trained in recognizing local dialects may not be able to identify the nationality of the participants.
The problem is obvious: The G10 Act and the BND Act oblige the BND to make certain distinctions that apparently cannot be made with the necessary degree of reliability. In light of these realities, it would be advisable to reconsider whether the established categories in German intelligence law are still adequate. Doubts have also arisen from another angle: The U.N. Special Rapporteur on the Right to Privacy raised an important issue, alluding to the fact that the majority of the terrorist attacks carried out in Europe during the past two years was carried out by EU citizens, most often by the attacked states' own citizens.
220 One commentator appropriately summarized the issue with the following words: "In the counterterrorism and surveillance context, non-citizens neither inherently pose a greater threat to a state's security than its citizens, nor is their private information of inherently greater value or interest to the state."
221 The true value of surveillance laws that discriminate persons based on their nationality and location is therefore indeed difficult to see.
